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ABSTRACT

With the rapid development of SW Industry, softwares are everywhere in our daily life. The number of vulnerabilities are
also increasing with a large amount of newly developed code. Vulnerabilities can be exploited by hackers, resulting the
disclosure of privacy and threats to the safety of property and life. In particular, since the large numbers of increasing code,
manually analyzed by expert is not enough anymore. Machine learning has shown high performance in object identification
or classification task. Vulnerability detection is also suitable for machine learning, as a reuslt, many studies tried to use
RNN-based model to detect vulnerability. However, the RNN model is also has limitation that as the code is longer, the
earlier can not be learned well. In this paper, we proposed a novel method which applied BERT to detect vulnerability. The
accuracy was 97.5%, which increased by 1.5%, and the efficiency also increased by 69% than Vuldeepecker.
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Table 1. Comparison of RNN, Transformer, BERT model characteristics

Model cat Embeddi Effect of Input |Bi-directional context| Next sentence Parallel
odel category mbedding Length understanding recognition |(computation
RNN static embedding relevant forward direction No No
Transformer static embedding no relevant Bi-directional No Yes
BERT context depended no relevant Bi-directional Yes Yes
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Fig. 2. CVE-2017-13867 Double Free vulnerable code and patched code
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Structure overview

(a) unidirectional RNN
(b) bidirectional RNN

Fig. 5. RNN (left) and Bi-directional RNN
(right)
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1 void println(const char * In)
i

2

3 if(ln!'=NULL)

4 printf("%s\n", In);

503

6

7 void func() 7 void func()
8 9 char *data ;

9  char *data; 10 char dataBuffer[100];

10 char dataBuffer[100]; 11 char source[100];

11 char source[100]; 13 memset(dataBuffer, 'A', 99);
12 .. 14 dataBuffer[99] ="0’;

13 memset(dataBuffer, 'A', 99); 16 while (1)

14 dataBuffer[99] ="0"; - 18 data = dataBuffer - 8;

15 .. . 22 memset(source, 'C', 99);
16 while(1) Joern | 23 source[99] ="0’;

17 4 24 memmove (data, source,
18 data = dataBuffer - 8; 100*sizeof(char));

19 break; 25 data[99] ="0’;

20} 26 println(data);

21 .. 1 void printin(const char * In)
22 memset(source, 'C', 99); 3 if{ln I=NULL)

23 source[99] ="0’; |_4 printf("%s\n", In):

24 memmove(data, source,
100*sizeof{char));

25 data[99]="0";

26 println(data);

Source code program slices

Fig. 8. Program slicing example
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Table 2. CWE IDs included in the dataset
CWE IDs
CWE 114 | CWE 121 | CWE 122 | CWE 123 | CWE 124 | CWE 126 | CWE 127 | CWE 134 | CWE 15 CWE 176
CWE 188 | CWE 190 | CWE 191 | CWE 194 | CWE 195 | CWE 196 | CWE 197 | CWE 222 | CWE 223 | CWE 226
CWE 23 CWE 242 | CWE 244 | CWE 252 | CWE 253 | CWE 256 | CWE 259 | CWE 272 | CWE 284 | CWE 319
CWE 321 | CWE 325 | CWE 327 | CWE 328 | CWE 338 | CWE 36 CWE 364 | CWE 366 | CWE 367 | CWE 369
CWE 377 | CWE 390 | CWE 391 | CWE 396 | CWE 398 | CWE 400 | CWE 401 CWE 404 | CWE 415 | CWE 416
CWE 426 | CWE 427 | CWE 457 | CWE 459 | CWE 464 | CWE 467 | CWE 468 | CWE 469 | CWE 475 | CWE 476
CWE 478 | CWE 479 | CWE 481 | CWE 484 | CWE 506 | CWE 510 | CWE 511 CWE 526 | CWE 534 | CWE 535
CWE 562 | CWE 563 | CWE 571 | CWE 587 | CWE 588 | CWE 590 | CWE 591 | CWE 605 | CWE 606 | CWE 615
CWE 617 | CWE 620 | CWE 665 | CWE 666 | CWE 667 | CWE 672 | CWE 675 | CWE 676 | CWE 680 | CWE 681
CWE 685 | CWE 688 | CWE 690 | CWE 758 | CWE 761 | CWE 762 | CWE 773 | CWE 775 | CWE 78 CWE 780
CWE 785 | CWE 789 | CWE 832 | CWE 843 | CWE 90
15,5917 oW C/C++ ZAaFErh 36 Fok oA ol Table 4.o = 3719 el A

g AEE 14,7807 Hekdo] $l= AES 811
Aolek, zE]a AA dlolEl Al 105714 C WE
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vuldeepeckerset E23}7 program slice® A3}
2 AA delE] A4 F 611,89070¢] slices
2. F= 715 Y P=lgl Library
g4 array AR :t° E] ARSI A AlAE 4714
= sink® AsA FEspla ke ey =
Table 3.0l4 &ald 4= glc},

gt dlole] 2 H2E HlolE]E 8:2F vire] A
gatolct. A S Arlsle 715S tha3t 2ol 4
7 & et

1. accurate rate (A)

2. false-positive rate (FPR),

3. false-negative rate (FNR)

4. F1

Vuldeepecker
wdo] e wr

SEb)

=394 Bi-LSTM¥ Bi-GRU
3ko17] wtell B =

A9e

Table 3. The number of program slices for
each vulnerability feature.

No
Total Vulnerable Vulnerable
%ﬁgﬁp 216,690 16.990 199,700
AU 59267 7.651 51.616
PU 332,685 14,972 317.713
AE 8,248 880 7.368
Total 616.890 40,493 576.397
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Table 4. The comparison of accuracy (metrics
unit: %)

Model FPR FNR A F1
Bi-LSTM 2 15.7 96.00 84.3
Bi-GRU 2 14.7 96.00 85.8

BERT 2 13.6 97.51 87.2

Table 5. The comparison of efficiency

Model Training time | Accuracy

Bi-GRU About 42 min. 96.00%

Transformer About 13 min. 97.51%
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